— BegriiSung (DJ5KP)

— Abstimmung der Tagesordnung (alle)

— Aktueller Stand Linkstrecken und HAMNET-Knoten (alle SYSOP)
— Neues zu CACTI (DJ5KP)

— Riickblick auf den Umstieg von OSPF- auf BGP-Routing (DJ5KP)
— Vorstellung des Tools "Graylog" (DO2KSM)

— Erlauterungen zum Thema "torrent" (DH3WR)

— Neues von der HamNet-Tagung in Stuttgart (DH3WR)

— Fragen zu HamCloud und HF Linkstrecken (DLSUE)
— Anderer Wochentag fiir das HamNet-Treffen? (alle)
— Termin nachstes Treffen (alle)

— Allgemeiner Erfahrungsaustausch (alle)



Wir werden in den nachsten Wochen alle Antrage die mit DBOEU zusammenhangen
zur BNetzA schicken, DBOKWE, DBONIS, DBOEU, DBOHAN,DBONOR,DBOGIE,DBOUHC.
DBONIS verzichtet auf alle Linkstrecken , damit der Standort vom DL1KFS Stérungsfrei
ist — seit Abbau aller UBNTs kann man dort wieder funken.

DBONIS bleibt mit z.Zt. 200Mbits an DBOEU angebunden, via ISM Link.

Nach DBOKWE , DBOUHC, DBOHAN werden wir 2 x 10 MHZ nebeneinander liegende
Frequenzen beantragen.

Nach HAN lauft der Links schon mit 2 x 10 MHZ , nach UHC wurde erfolgreich getestet
und nach DBOKWE lief auch ein 2h Test.

Der Router flir DBOEU ist an dem Router von DBONOR angeschlossen und kann furs
BGP installiert werden.

soweit von hier
vy 73 de Carsten

DM1CG
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L_,_] #: Stand 10.10.2017 18:00 Uhr

u_] A: Analyse

.| DBOKO HF Ports

.| DBOKO HF User Traffic
.| DBOKPG HF Ports

.| DBONDK HF Ports

.| DISKP Traffic

u_] Router CPU Load

u_] Router Memory Usage
u_] Router Ping Zeiten

u_] Router Routes

u_] Router Uptimes

u_] Router Voltage&Temperature

DBOVVS-Core - Voltage&Temperature

] r v/ NN o —AWW A &
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ud 20
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(¥, ]
0] 10
]
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=
= - B
Wed 00:00 Wed 06:00 Wed 12:00 Wed 18:
From 2017/10/10 18:03:08 To 2017/10/11 18:03:08
M volts Current: 23.60 Average: 23.60 Max1mum: 23.60
B Grad C Current: 28.00 Average: 26.90 Max1mum: 28.00

DBOSLE-Core - Voltage&Temperature
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2 30
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]
- 10
= E B
Tue 18:00 Wed 00:00 Wed 06:00 wWed 12:00
From 2017/10/10 17:50:32 To 2017/10/11 17:50:32
M volts Current: 24.00 Average: 23.98 Maximum:  24.00
B Grad C Current: 55.00 Average: 53.91 Maximum:  55.00

Nicht
optimal



Grad Celsius
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DBOKO-Server - Temperaturen

Tue 18:00

B Schrank 1 Cur:
B Schrank 2 Cur:
O Zuluft
M Aussen

@ CPU

Cur:
Cur:
Cur:

Wed 00:00
From 2017/10/10 17:59:52 To 2017/10/11 17:359:52

31.38
32.89
21.44
19.14
56.00

Min:
Min:
Min:
Min:
Min:

Wed 06:00

29. 71
3l.12
17.41
14,52
54.05

Avr:
Avr:
Avr:
Avr:
Avr:

3l.3r
32.77
19.20
16.66
S7.56

wed 12:00

Max:
Max :
Max:
Max :
Max :

33.60
34.89
21.44
20.35
63.89




I 1 U-uvo

DBOKX DBOHSN ——m D613 IDBODSP 0-1%

o i O I o
/. - — S I 1025
1.52K 2 — —_ B 25 -40%
6.29K DBODMO gl P 40 -55%
: ,- 55-70%

. 70-85%
7 33 S I 1000

DBOGW—-2-PPP-Hublest

—

179.85

C

BiDBoCH |

—

DBOKNA ==
~ ] =
m': ol

L {oBoro
] | — |

AS64634/64661 b
=

630.68

N 157 76k

DBOKMWE [__J43.39k [ 3 595 .45K

DBONDK
T

DBORHB 1. o)
---.-
[ S— [ |



bits per second

DBOSB-Link-DBOVVS

Traffic

atho/5

i F ]

10

1130 180l

H3N

wed 00:00 wed 0O6:00
From 2017/10/10 18:17:27 To 2017/10/11 18:17:27

Wed 12:00

wed 18:00

B Outbound Current: 37.66 k Average: 238.64 k Maximum: 1.96 M
B Inbound Current: 23.11 k Average: 116.86 k Maximum: 793.51 k
DBOKO-Link-DBOSLE - Traffic - atho/5 :
- 0.0 F 2
-
S g
@ -
Dl1.o0m 3
[ - e
(=N
L -2.0m
—
= T T T T >
wed 00:00 wed 0O6:00 wed 12:00 wed 18:00

B outbound
B Inbound

From 2017/10/10 18:20:14 To 2017/10/11 18:20:14

Current: 3.13 k Average:
Current: 3.44 k Average:

128.16 k

7.41 k Maximum: 67.09 k

Max1mum:

2.47 M




Graylog

Ein Vorschlag fur zentrales Log-Management im
HANNET

Sebastian Muszynski, DO2KSM

17.10.2017




Graylog o)

Trusted full-featured log management.

B Zentrales Log-Management

> Meldungen sammeln
Meldungen verarbeiten
Daten suchen

Daten analysieren

Computer & Network Security

Eintauchen (Drill-Down)
Visualisieren
Ausloser und Alarmfunktion

N2 2 2 2N 2

N2

freie Lizenz, leicht zu
installieren, skaliert




Motivation

B Zentrale Sammelstelle fir Logmeldungen unterschiedlicher Quellen
M Visualisierung der Haufigkeit von Ereignissen entlang der Zeitachse

[ Source 'My Syslog Source’:: / x Thomas

< C 0 @ 192.168.1.127/loganalyzer/index.php w @ ® A

LogAnalyze @

Select Language

Select Source
Select View

(9, Search |( & Show Events | [ 4] Statistics | [ J Reports | [ @ Help | [ & Search in Knowledge Base | [ 4 Admin Center | [ <j Logoff |
(& Logged in as “admin" | [ [ Maximize View |

ANALYSIS & REPORTING

@ Advanced Search
Search (filter): (sample: facility:local0 severity:warning)
(1 search | # Idike to feel sad | [ (, Reset search | [ Highlight>> |

Recent syslog messages |("> Select Exportformat < * |
[Setauto reload: _| (Auto reload dis ) [Total records found: _| 37

Today 03:01:01 ﬁ% centos7 | [ run-parts(/etc/cron.hourly)[29... | “. [ &) | finished 0anacron
Today 03:01:01 (centos? | [ anacron[20281]: | (Syslog | , Jm " l:.lly
Today 03:01:01 | NOTICE | [ centos7 | [ anacron[20281]: | :::,I ri:n:lf:ln
Today 03:01:01 (centos? | [ anacron[20281]: | 201”::;‘ ron startedon
Today 03:01:01 [ NOTICE | centos7 | [ run-parts{/etc/cron.hourly)[29... | starting Oanacron
[ &l | 17415.062066]
Today 03:01:01 (centos? | [ kernel: ) Synins :5,';;:" t;p': ﬁ’.',‘?;‘;’&i:‘.'
transition SID ...




Architektur
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Devices and
Applications /
Log Messages

Server

MongoDB

Elasticsearch

Browser
(Client)




Sources

Help - Sebastian Mus

Sources

LastHour ¥
tir ges to Graylog. Mote that the list s « d for a few | might have to wait a bit ur New sou

e Use your mouse to interact with the table and graphs on this page, and get a better overview of the sources sending data into Graylog.

Messages per minute

250 |
H\\/\I_/\vﬂ . _/—\/\/\/__ — ~ S — Py \/—H _\/V"\ M
200 4 - I'|
150 - \
|I|
100 \
504 I'.I
0 T T T T T T III|
08:00 08:10 08:20 08:30 08:40 08:50

Selected sources

Messages per source
Show: 00 v

Mame

Percentage Message count

Top sources

75.18% 10,197 a
8.10% 1,098 Q

Onor-core 2.62% 356 Q

Jgie-core 2.29% 3 Q

11 okoe-core 1.75% 237 Q

1 719 el



Suche
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Search result

Found 31,342,474 messages in 1,667 ms,
searched in 2 indices.
Results retrieved at 2017-10-17 08:54:50.

Add count to dashboard «

Fields Decorators

Default Al Mone | Filter field

¥ [J streams

» U time

List fields of current page or all fields.

Histogram

@ Year, Quarter, Menth, Week, Day, Hour, Minute

[

Messages

2017-10-17 08:54:50.205

respond new phase 1 {Aggressi

DEOSDA-Core
137.226.

2017-10-17 08:54:50.109 DEOSDA-Core

84.141.229.91 failed to pre-process ph2 packet.

=

2017-10-17 08:54:49.763 DEOSDA-C,

94.134.69.113 peer sent packet for dead phase2

2017-10-17 08:54:49.594 DEOSDA-Core

46.92.32.210 failed to

-process ph2 p

2017-10-17 08:54:47.773 DBOSDA-Core

94.134.69.113 failed to pre-process ph2 packet.

2017-10-17 08:54:46.818 DBEOSDA.

CP connection established from 87.

,_.
w
w

il

2017-10-17 08:54:46.524 DEOKNA-Core

Failed to open TCP connection: Neo route to host

i» Updating search results... »  Notupdating Saved searches -

{"not found" AND http) OR http

aM
2M

Aug Sep Oct Nov

:[400 TO 404]

Add to dashboard «

[

Dec 2017 Feb Mar Apr May Jun

Aug Sep Oct

2 3 4 5 6 7 8 9 10 Next POl




Suche
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Search result

Found 31,342,474 messages in 1,667 ms,
searched in 2 indices.
Results retrieved at 2017-10-17 08:54:50.

Add count to dashboard «

Fields Decorators

Default Al Mone | Filter field

¥ [J streams

» U time

List fields of current page or all fields.

Histogram

@ Year, Quarter, Menth, Week, Day, Hour, Minute

[

Messages

2017-10-17 08:54:50.205

respond new phase 1 {Aggressi

DEOSDA-Core
137.226.

2017-10-17 08:54:50.109 DEOSDA-Core

84.141.229.91 failed to pre-process ph2 packet.

=

2017-10-17 08:54:49.763 DEOSDA-C,

94.134.69.113 peer sent packet for dead phase2

2017-10-17 08:54:49.594 DEOSDA-Core

46.92.32.210 failed to

-process ph2 p

2017-10-17 08:54:47.773 DBOSDA-Core

94.134.69.113 failed to pre-process ph2 packet.

2017-10-17 08:54:46.818 DBEOSDA.

CP connection established from 87.

,_.
w
w

il

2017-10-17 08:54:46.524 DEOKNA-Core

Failed to open TCP connection: Neo route to host

i» Updating search results... »  Notupdating Saved searches -

{"not found" AND http) OR http

aM
2M

Aug Sep Oct Nov

:[400 TO 404]

Add to dashboard «

[

Dec 2017 Feb Mar Apr May Jun

Aug Sep Oct

2 3 4 5 6 7 8 9 10 Next POl




Ausloser und Alarmierungen

Search Streams Dashboards Sources System In7/ Out 7 msg/s Help « Lennart Koopmann «

Alerts conﬂguratlon for stream »Exceptlons on aII pIatforms«

You 3 ne thresholds c y message field or message count stream and be alerted based on th finitio

e Learn more about alerts in the documentation.

Add new alert condition

Message count condition %

Trigger alert when there are @ more less

than @ messages in the last minutes and

then wait at least o minutes until triggering a new alert. (grace period)

When sending an alert, include the last o messages of the stream evaluated for this alert condition.

Configured alert conditions

Field value condition . . ' . . o . o ‘ R TRl
Alert is triggered when the field millis has a higher mean value than 250 in the last 3 minutes. Grace period: 0 minutes. Not including any messages in alert notification.

Callbacks

> following callbacks will be performed when this stream triggers an alert.

Select Callback Type % & Find more callbacks

14 Mo configured alarm callbacks.




Zusammenhange in Dashboards

15

Dashboards

e Take a look at the dashboard tutorial for lots of other useful tips.

HAMNET

HAMNET

HAMNET

e Drag widgets to any position you like in unlock / edit mode.

HAMNET-Normal

300
200
100

0

Messages

07.00
Time

08:00

arstellen

a few seconds ago

Update in background |




Nutzung

B Web-Oberflache erreichbar unter http://syslog.dbOsda.ampr.org
B Zugangsdaten bei Michael (DJ5KP) anfordern

B Ziel-Host fur Syslog-Meldungen: 44.225.164.22:5141

16



Vielen Dank!

Fragen?

Sebastian Muszynski, DO2KSM

basti@linkt.de
github.com/syssi
twitter.com/syssi84

17.10.2017




Status des HAMNET-Backbone in DL

Kurzuberblick der bisher gewonnenen Erkenntnisse fiir ein Standarddeployment von
HAMNET-Knoten

Die HamCloud im Detail

Netzdesign von Amateurfunkanwendungsnetzen basierend auf HAMNET, HamCloud
und Internet

Themenblock "Monitoring im HAMNET"
Kurze Einfiihrung in "The Dude" von Mikrotik
Monitoring im AS64643/AS64661 mit "Cacti"

Netzwerk- und Applikationsmonitoring mit "OpenNMS"

Diskussion "lokales vs. globales" Monitoring

DD9QP

Team
IP-Koordination DL

DG8NGN, DL9SAU

DGSNGN

Diverse
DL8SCU
DJS5KP

DLSMFU
OE2LSP, DGEBNGN



IP-Ressourcen & Internetanbindung

Gesamtnetz: 44.224.128.0/17 (AS64680)
44.224.128.0/19 Datacenter #1 (z.Z. in NUrnberg)
44.224.160.0/19 Datacenter #2 (z.Z. in Aachen)
44.224.192.0/19 Datacenter #3 (z.Z. in Duisburg)
44 .224.224.0/19 Standortunabhangiger Netzbereich

Anbindung: Alle Standorte sind mit Gigabit an das DFN
(Deutsches Forschungsnetz) angebunden.



Anbindung

Es sollen moglichst viele HAMNE T-Knoten mit Internetzugang an
die HamCloud angebunden werden.

Anbindungstechnologien:
PPtP, L2TP (bevorzugt), SSTP

DNS-Round-Robin Terminierung der VPN-Tunnel:
tun.hc.r1.ampr.org has address 137.226.79.124
tun.hc.r1.ampr.org has address 141.75.245.252
tun.hc.r1.ampr.org has address 134.91.19.149

|P-Ressourcen:
/30-Netze aus 44.224.240.0/20 (max. 1024 VPN-LIinks)




Routing-Filter — eBGP visualisiert

HamCloud
Datacenter #1

HamCloud
Datacenter #2

HamCloud

Datacenter #3

Accept BGP AS
Path Length: 0 Discard BGP AS Path:

_(64680|64681|64682|64683)_
Discard All

HAMNET-
Border-
Router

A4

Accept BGP AS
Path Length: 0

Discard All

Discard BGP AS Path:
_(64680]64681]|64682|64683)_

Y

HAMNET-
Border-
Router




